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1. Introduction

The final period (up to M36/M39) of the EXTRACT project deals with validating the products
of the project, namely putting the entire software stack to functional tests and stress-tests
under various deployment conditions. At the basic level, these tests make sure the
software operates as designed, especially in the context of the use-cases (i.e., PER use-
case and TASKA use-cases). Beyond that, they benchmark the software for properties such
as performance and security to validate EXTRACT KPIs as declared in the EXTRACT action
documents.

The validation work in this document is focused on Work Package 4 (WP4) - the core
compute continuum layer. This is the bottom-most layer of the software stack, providing
the foundation on top which the upper layers are deployed.

1.1. Purpose and scope of the deliverable

This deliverable presents the final validation of the EXTRACT compute continuum, as
designed and implemented in WP4. It consolidates the outcomes of Task 4.4 — Compute
Continuum Validation (M31-M36/M39) and supports the overall evaluation activities of
T1.4, focusing on the assessment of Objective O3 and its associated KPIs (KPI3.1, KPI3.2).
Building on the requirements and evolving design from D4.1, D4.2 and D4.3.

D4.4 therefore has a multiple purpose:

e To report validation activities executed in the context of the compute continuum layer
and any impact on the software stack implementation in that layer.

e To provide quantitative and qualitative evidence that the compute continuum
abstraction layer, its orchestration mechanisms, and the supporting data backbone
meet the performance, scalability and robustness expectations of the project as defined
in O3 and in particular KPI 3.1.

e To demonstrate that the Cybersecurity mechanisms implemented across the continuum
provide a sufficient level of protection for data, workflows and ML models, in line with
the EXTRACT security requirements and with the intended level of assurance for
Objective O3 and in particular KPI 3.2.

1.2.Structure of the document

This document is organised as following. Section 1 is an introduction, providing an
overview of the purpose and scope of the compute continuum validation. Section 2 is a
recap of the compute continuum layer and main components, and describes main
deployments. Section 3 discusses functional validation of components - is a component
behaving as expected, and possible code changes/fixes resulting from tests. Section 4
deals with KPI validation. First, it recalls Objective O3 and associated KPIs. Then each KPI
has a dedicated subsection, detailing how it was evaluated and main results. Section 5 is
summary and conclusions. First, O3 and KPI assessment conclusions, and then lessons
learned. Finally, Section 6 provides the standard support data - cited references, acronyms
and abbreviations.
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2. Recap: EXTRACT Compute Continuum
Layer

This section provides a concise overview of the EXTRACT Compute Continuum Layer. It is
based on previous documents D4.1, D4.2 and D4.3.

2.1. Multi-Premise Architecture

As detailed in previous documents D4.1, D4.2 and D4.3, EXTRACT tackles the challenge of
distributing computation across the compute continuum from edge to cloud. This requires
addressing deployment elasticity, security, data access and propagation, and
interoperability across multiple premises (edge, HPC, cloud), each potentially consisting of
several independent sites.

The chosen architecture defines each EXTRACT instance as a connected, non-empty set of
Compute Continuum Sites (CCS), shown in Figure 1. A CCS is essentially a Kubernetes [1]
cluster running scalable and universal EXTRACT services, providing a consistent execution
environment across all premises. Each EXTRACT instance includes several CCSs, one per
premise, with the specific services deployed at each site depending on application needs.

All CCSs within an EXTRACT instance are connected, enabling EXTRACT applications to be
automatically managed across premises, with global consistent data access. This is
delivered by a cross-CCS backbone consisting of distributed data and orchestration
functions. The data backbone is implemented with SkyStore (IBM). The distributed
orchestration layer uses COMPSs (BSC). In addition, there are per-CCS common facilities
of security (BINARE/BNR) and monitoring (IKERLAN). All these main components are

overviewed below.
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Figure 1. EXTRACT Multi-Premise Architecture
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2.2. SkyStore Data Backbone

EXTRACT relies on S3-compatible object storage as the common data substrate, providing
a unified interface for storing and accessing data across the platform components. In light
of that, EXTRACT data backbone uses SkyStore [2] for uniform, efficient and seamless
access to S3 data that is distributed across different concrete S3 clusters. As Figure 2
below shows, clients connect to S3 storage via SkyStore S3 proxy, which further relays
the S3 access to any of multiple S3 stores - some on public cloud(s), and some on private
premises.

OVH eu-west AWS eu-central

Client
Applications

Client
Applications

Clients access S3 via S3-proxy —

Replication policies in the background —~p Applications

S3-Proxy connected to LocationDB ... .. P

On-prem Minio

Figure 2. SkyStore Multi-Premise S3

Access efficiency (depending on application requirements) can be obtained by configuring
data access and replication policies that are enforced at each S3 proxy transparently to
client requests. One important aspect is locality — performance differences between remote
S3 stores and local S3 stores (in terms of network topology) can be significant, due to
network distance, connectivity issues, bandwidth limitations, etc. SkyStore replication
policies allow pulling objects to local S3 store or pushing it to remote S3 stores, as warmup
or during repeated access, to mitigate those performance differences. The policies are
applied without modifying the global virtual S3 layout of buckets and objects provided by
SkyStore, by coordinating operations through its central location DB service.

2.3. COMPSs Orchestration Backbone

The orchestration backbone of the EXTRACT infrastructure is powered by COMP
Superscalar (COMPSs), a task-based programming model designed to simplify the
development and execution of applications across distributed infrastructures. COMPSs has
been adapted to be executed in both, Kubernetes single cluster and multicluster
configurations.

5
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Figure 3 below illustrates the resource mapping in a Kubernetes multicluster deployment.
In this example, the master and one worker run in the local cluster, while two additional
workers operate in the remote cluster. Each component is deployed as a Deployment with
an associated Service, all within the same Namespace. RBAC policies are applied to the
master, and workers specify hardware resource requests. Services for COMPSs workers
from the remote cluster are mirrored into the local cluster with the remote cluster’s name
appended as a suffix, enabling the COMPSs master to transparently communicate with all
workers. Also, the master Service is mirrored in the remote cluster with the local cluster's
name appended, so the remote workers can communicate with the master Pod.
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Figure 3. Graphic representation of a COMPSs deployment in Kubernetes multiclusters.

COMPSs allows users to select the tier (edge, cloud, HPC) in which tasks will execute, while
the runtime handles parallelism, scheduling, or data dependencies abstracting the
underlying infrastructure.

2.4.  Security and Privacy

The need for cybersecurity cannot be understated for any modern system and design, and
is of paramount importance. At the same time, it is important to understand that there is
no such thing as a perfect cybersecurity, and that the cybersecurity is a continuous process
rather than an end goal or a milestone. For example, a perfectly-secure system today may
become insecure tomorrow even without a single change in it's design, implementation, or
deployment - this is due to the fact that new vulnerabilities are always detected in third-
party dependencies once believed to be flawless as well as because the tools and
techniques used by attackers and ethical hackers always evolve, become better, and find
new or more complex bugs (including security bugs).
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To ensure security of the compute continuum and EXTRACT Platform, throughout the
project we have employed both automated tools, specifically developed scripts, and
manual validations/inspections on the following:

e Source code of individual repositories/modules

e Source configurations of individual repositories or deployments

e Docker images associated with individual repositories/modules

e Specific kubernetes deployments (whether OVH, own cloud, and localhost
deployments)

e Communications between entities/pods/services within a deployment

e 0S-level storage encryption

e TPM-level support

e Generic Security Advisories related to core technologies (docker, kubernetes)

Below we summarize a list of state-of-the-art and industry-standard tools used to verify
various security parts mentioned above:

Trivy

Syft

Grype

Sonar Source (SonarQube Cloud)
Docker Hub Enterprise Security
Nmap / Nmap Unleashed
BurpSuite

sslscan, tlssled

Isblk, blkid, cryptsetup

Binare’s FastCVE

Binare’'s EXTRACT specific automation scripts/tools assembled into BISETO-CC
toolkit

2.5. Monitoring Infrastructure

The EXTRACT monitoring infrastructure, developed by IKERLAN, provides a uniform way
to observe the heterogeneous resources that make up the compute continuum, from
constrained edge devices to powerful cloud, HPC and kubernetes nodes. Its main goals are
to ensure that all nodes operate within their functional and non-functional requirements,
and to expose up-to-date information about available compute and storage capacity,
energy usage and application behaviour to both operators and the orchestration layer.

At the core of the monitoring stack is Prometheus, used as a time-series database and
scraping engine. Each CCS runs a local Prometheus instance that periodically pulls metrics
from exporters and instrumented services deployed on its nodes. The exporters expose
standard host-level metrics (e.g., CPU load, memory usage, disk and network statistics),
as well as accelerator-specific counters when available (e.g. NVIDIA GPU utilisation via
dedicated exporters). Application-level metrics, traces and logs can be produced through
OpenTelemetry or language-specific client libraries, allowing developers to report domain-
specific indicators when needed. All samples are stored as labeled time series, where labels
encode, among other things, the CCS, cluster, the node and the application identifiers.
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The monitoring platform follows Prometheus’s native pull model. Exporters and
instrumented services run on each node (or as DaemonSets in Kubernetes), listening on
local endpoints. The Prometheus server in the same CCS periodically scrapes these
endpoints according to a configurable schedule, typically every few seconds for
infrastructure metrics and at longer intervals for slower-changing indicators such as energy
counters. This pull-based approach simplifies deployments behind NAT, allows each CCS
to control its own scraping cadence, and avoids pushing monitoring traffic from resource-
constrained devices unless strictly necessary.

To support the multi-cluster nature of the compute continuum, EXTRACT adopts a
federated monitoring model. Each CCS keeps a complete, independent view of its local
metrics, while a higher-level Prometheus instance - deployed in the main cloud CCS -
aggregates a subset of those metrics from all sites. This is achieved through Prometheus
federation and carefully crafted scrape configurations: the global instance periodically
fetches pre-aggregated series (for example, per-node and per-service summaries) from
each CCS, re-labeling them with cluster identifiers. In this way, the project obtains a
consolidated view of the continuum without centralizing all raw samples or overloading the
WAN links between premises, in line with the “database federation” approach originally
envisioned for the monitoring platform.

Multi-cluster integration relies on three key principles:

¢ Federation and Orchestration: A federated control plane based on Karmada (or
any Kubernetes-supported tool) manages policy propagation and deployment
across clusters, ensuring consistent installation of Prometheus, Grafana, and
exporters in all CCSs. Propagation policies guarantee synchronized updates and
configurations without manual intervention, reducing operational complexity.

e Secure Inter-Cluster Connectivity: Mechanisms such as Submariner, Skupper,
or Linkerd establish secure tunnels between clusters, enabling service exposure
even in NATed or isolated environments. Service Export/Import and ClusterLink
policies guarantee visibility of federated metrics.

e Consistent Monitoring Deployment: Each CCS runs its own Prometheus and
Grafana instances for local observability, while the global Prometheus aggregates
selected metrics for continuum-wide dashboards.

The monitoring data serves two main consumers. First, the workflow deployment and
scheduling mechanisms — especially COMPSs — use it to take informed decisions. A
dedicated RESTful API, developed by Ikerlan, exposes selected metrics and derived
indicators (such as available CPU capacity or memory pressure in each CCS) in a format
suitable for the orchestrator. COMPSs queries this API when planning or adapting
executions, enabling placement and scaling strategies that are informed by the real-time
state of the continuum rather than static assumptions. Second, the same time-series data
is visualised through Grafana dashboards tailored to EXTRACT. Per-CCS and global
dashboards provide infrastructure operators with an at-a-glance view of node health,
resource utilisation, energy profiles and application-level metrics. This makes it possible
to detect abnormal behaviour or capacity issues quickly, correlate them with use-case
executions (PER, TASKA-C/D) and, when needed, adjust deployments or repeat
experiments during the validation campaigns.
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In the context of this deliverable, the monitoring infrastructure is therefore both part of
the validation environment and an enabler for the validation itself: it instruments all CCSs
in a consistent way, provides a multi-cluster view of the compute continuum, and exposes
the metrics required to analyse performance, scalability and resource-efficiency results.
The monitoring platform allows hierarchical federation and, with some additional
implementations, can enable cross-service federation, ensuring scalability and flexibility
across diverse deployment scenarios.

3. Functional Validation

This section describes functional validation activities for the main components of the
Compute Continuum Layer, and their respective results.

3.1. SkyStore Functional Validation

As can be expected, functional validation of SkyStore was in place already during the
earlier development and integration phases. However, it focused on synthetic scenarios
(not necessarily use-case-related). In the last phase, testing SkyStore in use-case
application and stress-testing it under different configurations yielded several useful
lessons that contributed to improving it.

As of now, with the changes below applied, all functional tests pass, and SkyStore is fully
operational, supporting all S3 options of the compute continuum - major clouds, public
endpoint and private endpoints.

3.1.1. Test Scope and Procedure

SkyStore provides a standard S3 interface to clients through S3-proxy and a configuration
interface to administrators (configuration file). As such, our functional validation revolved
around the following S3 functions:

1. Create bucket - creates a named bucket to store objects in. Objects in S3 can only
be stored in buckets.

2. Put (upload) object - create an object in a specific bucket by providing a key (label)
for the object and body (content, typically a file being uploaded)

3. Get (download) object - retrieve the content of an object with a specific key in a
specific bucket, and download it into a local file. Typically we compare the content
of the downloaded object with the file it was uploaded from to verify no data
corruption.

We also checked other functions such as delete object and delete bucket, but those are of
lesser importance for the use-cases.

From a configuration perspective, there are two interesting and relevant dimensions of
testing. First, there is the type of S3 region to add to SkyStore. The original SkyStore
prototype was supposed to cover major clouds (AWS [3], GCP [4] and Azure [5]) as well
as public S3 providers (e.g., OVH [6]). During the use-case tests it turned out that it
would do well to support also private S3 (e.g., local Minio [7], or local Ceph [8]). However,
tests proved otherwise, and lead to changes as reported further below.
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A second configuration dimension of testing that is especially relevant for SkyStore
performance, is the replication policy for each S3-proxy. The default policy is “write_local”
which means all put object operations are done at the S3 region defined as local, and get
object is done from the S3 region the object is stored at. A second policy “copy_on_read”
performs background copy of remote objects to local S3 region upon read, and is used to
prove the value of locality in performance as discussed above (warmup read or repeated
read). Functional testing of the second policy failed in several cases and resulted in
additional fixes, as reported below. There is also a beginning of support for a policy “push”
for advancing copies of new objects to remote regions in the background, but it will be left
for future work, as we benchmark locality through “copy_on_read”.

The tests have been conducted through a combination of CLI and API (boto3) clients, which
can be found in the “eval” folder of the SkyStore repository [2]. These clients perform the
S3 operations described above, and are also used to benchmark performance (see D2.4).
A test failure is simply a failure in a client execution during one of the operations. After
identifying the failed functional tests, the fixes described below have been applied, and the
tests were run again, all passing.

3.1.2. Public S3 Endpoint Support

The SkyStore prototype officially supported only major cloud providers — AWS, GCP and
Azure. However, it was possible to leverage the flexible configuration of the AWS S3 client
to introduce overrides in order to support any public S3 endpoints. One could override the
actual S3 endpoint, the credentials etc. While possible, it didn't always work, and this
became painfully apparent when we tried to use OVH (chosen cloud provider for EXTRACT
demos) as an S3 region in SkyStore during PER use-case integration testing.

For this reason, we decided to make SkyStore explicitly support all public S3 endpoints.
SkyStore supports AWS, GCP and Azure through “provider” abstraction: aws:, gcp: and
azure:, respectively. For example, to support the AWS S3 region of eu-west-1 (Dublin,
Ireland), we refer to it as aws:eu-west-1 in SkyStore configuration. It uses AWS
credentials, which SkyStore has separate specific support for. Support for GCP and Azure
is based on similar concepts.

In order to support any S3 provider with a public endpoint, we created a 4t provider
custom: . Unlike the existing providers, each “custom” endpoint requires explicit full
configuration which is provided explicitly to the boto3 client, not as “override” for another
endpoint. This configuration is specified in a new section “custom_endpoints” in the S3-
proxy configuration. Figure 3 below is an example for configuring OVH Gravelines S3 as a
“custom endpoint” using this new configuration format.

10
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"init regions": [
"aws:eu-central-1",
"custom:ovh-eu-west",

i

"client from region": "custom:ovh-eu-west",

"skystore bucket prefix": "skystore-extract",

"policy": "write local",

"server addr": "127.0.0.1",

"custom_endpoints": {

"custom:ovh-eu-west": {

"endpoint url": "https://s3.gra.cloud.ovh.net",
"aws_access_key id": "<OVH S3 access key>",
"aws_secret access_key": "<OVH secrect access key>",
"region": "gra"

}
}

}
Figure 4: SkyStore S3-proxy Configuration with “custom” S3 endpoint in OVH

We can now use the official S3 configuration of each endpoint as-is in SkyStore, as-is. The
code change has been applied and tested in SkyStore and is now working.

3.1.3. Private S3 Endc¢point Support

As discussed above, another issue that has been realized in SkyStore during use-case
integration tests is the need to support S3 regions whose endpoint is private, and therefore
accessible only from the S3-proxy in the same CCS. This can occur in different scenarios.
An edge cluster (e.g, a 5G MEC) may choose to deploy a small S3 locally to cache data
before sending it to a remote data center, or cache data that is remote but is often needed.
Such a service is intended only to serve the scope of the cluster, not the general public.
Another possible scenario is that of a multi-site company or even a “virtual enterprise” [9]
that spans one or more private data centers, each with its internal S3 services, as well as
possibly some dedicated cloud S3, and need to provide global, consistent and efficient
access to S3 data.

Unlike the previous bug-fix, this is more of a design flaw in SkyStore that was fixed.
SkyStore design relies on each S3-proxy being able to directly access all the underlying
S3 services. This holds true for custom public S3 endpoints, but fails for private ones. We
set up a test with one local Minio in one cluster (using the “custom” extension above) and
one in another cluster using AWS region. The test failed for second S3-proxy to access
objects that were written to the Minio.

To fix this issue, we leveraged the SSH tunnel that connects each S3-proxy to the central
SkyStore Location Data service, for port-forwarding. One S3-proxy in the same CCS as the
private S3 region forwards the S3 endpoint service to the location data service host at a
specific port. Every S3-proxy in other CCS-s forwards the service from data service host
to itself using the same port. This allows SkyStore to operate correctly, with each client
being able to reach all the underlying S3 services.

The solution implementation turned out to be quite elegant, as a separate hew component
called “tunneler” sets up all the forwarding outside the core S3-proxy code, and only
reconfigures the S3-proxy, replacing unreachable remote IP addresses of other S3 regions
with localhost:port where the port is the forwarded port for that service.

11
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The only additional complexity is required in case of private DNS, so that the private S3
service is known by DNS name, not IP address, and a wrapper is required to run S3-proxy
with DNS addresses redirected to localhost.

Figure 4 below shows an example new configuration with port forwarding, used to add a
private local Minio deployment to SkyStore. The new configuration is based on the
“custom:” extension (clearly, private S3 endpoints are not part of global cloud providers).
A new field called local_port_fwd can be added to a custom endpoint and requires that it
is forwarded over the tunnel across the central location data to S3-proxies in other CCS,
using the specified port.

{

"init regions": [
"aws:eu-central-1",
"custom:minio-local"

1y

"client from region": "custom:ovh-eu-west",
"skystore bucket prefix": "skystore-extract",
"policy": "write local",

"server addr": "127.0.0.1",

"custom endpoints": {
"custom:minio-local": {
"endpoint url": "http://10.3.86.146:9000",

"aws_access_key id": "minio",
"aws secret access _key": "miniol23",
"region": "us-east-1",

"local port fwd": 8012
}
}
}

Figure 4: SkyStore S3-proxy Configuration with private S3 endpoint forwarded

One important point about using private endpoints and performance. Since the S3-proxy
is responsible for forwarding the S3 service through the SSH tunnel, it cannot be scaled in
and out, because the forwarded service might break. However, there is an easy solution
for that. In the same CCS, create two s3-proxies connected to the same local S3 service.
One will be used to handle the service forwarding (has local_port_fwd in the configuration),
and will not serve clients. The other will be used to serve clients without forwarding (no
local_port_fwd in the configuration) and can thus be dynamically scaled.

With this fix implemented, together with the previous “custom” fix, SkyStore now has
support for all types of S3 regions across the continuum.

3.1.4. Support for copy_on_read Policy

This is a bug-fix that was realized from functional testing. The copy_on_read policy in quite
simple by design. When an S3-proxy configured with this policy needs to read an object
that is not from the S3 region designated as the S3-proxy’s “local” S3 region, then it should
both read the object and return it to the client, and initiate a background copy of the object
to write it to the local S3 region. Subsequent reads of the object will find (through the
metadata service) that there is a local copy and will choose to read it instead of the remote
one, resulting in improved performance.

12
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In reality of tests, when using this policy, often either the client read would fail or the
background copy would fail. The reason was the implementation that relied on splitting the
stream of data being read between two endpoints (client filesystem and local S3) with
bugs in synchronizing the rates and no buffering. Instead of trying to fix it, we replaced it
with a simple dual-stream implementation, such that each endpoint has its own stream
independent of the other. The fix has been successfully applied and tested.

3.2. COMPSs Functional Validation

COMPSs was originally designed for HPC and Grid infrastructures, where it has been widely
used to orchestrate complex scientific workflows. However, despite its maturity in
traditional HPC environments, there is not a standard way to deploy it in Kubernetes
environments.

To fill this gap, we have developed kubecompss, a declarative CLI tool that automates the
deployment of COMPSs workflows on Kubernetes single and multicluster configurations.
Implemented using the Kubernetes Go client library, it accepts parameterized workflow
descriptions and dynamically generates Kubernetes resources at deployment time.

3.2.1. Kubernetes single cluster

The Kubernetes resources deployed in single cluster configuration are:

e The COMPSs master runs as a Kubernetes Deployment with an associated Service.

e RBAC policies are applied to grant the master the necessary permissions for
workflow management, including workers' graceful termination. A Role,
ClusterRole, and ServiceAccount are created.

e Each COMPSs worker runs as an individual Kubernetes Deployment with its own
Service. Worker Pods specify resource requests and limits for CPU, GPU, and
memory, and mount persistent Volumes to store working directories, ensuring
fault tolerance.

The modifications on the COMPSs runtime to allow Kubernetes execution are:

e Workers are registered with each worker's Kubernetes Service name.
e A script that handles COMPSs runtime start parameters and COMPSs master and
worker graceful termination is specified as the Master Pod init command.

3.2.2. Kubernetes multiclusters

To enable deployment across the compute continuum, kubecompss supports multicluster
deployments. This mode deploys COMPSs masters and workers across distinct Kubernetes
contexts, leveraging Service Mirroring solutions such as Skupper and Linkerd for secure
and transparent Service connectivity. Both solutions have been integrated into the
kubecompss CLI to automate setup and management.

The modifications on the COMPSs runtime to enable Kubernetes multicluster execution
are:

e Local workers are registered with each worker Kubernetes Service name, and
remote workers are registered with the Mirrored Service name.
e Remote workers register the master mirrored Service name.
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The following code snippet shows how the remote workers register the master with its
mirrored Service name, depending if the REMOTE_CLUSTER_NAME environment variable
exists.

String remoteClusterName = System.getenv ("REMOTE CLUSTER NAME") ;
if (remoteClusterName != null && !remoteClusterName.isEmpty() &&
name.endsWith (remoteClusterName)) {

String localClusterName = System.getenv ("LOCAL CLUSTER NAME") ;

if (localClusterName != null && !localClusterName.isEmpty()) {
masterName = masterName + "-" + localClusterName;

}

else {

LOGGER.debug ("LOCAL CLUSTER NAME is not set. Using default master
name.") ;
}
1
else
LOGGER.info ("REMOTE CLUSTER NAME is not set or worker's name does not end
with it. Using default master name.");

}

The experimental environment where kubecompss has been tested consists of two
independent on-premise Kubernetes clusters representing the HPC tier and the edge tier
of the continuum. Both clusters run Kubernetes v1.34, use containerd as the container
runtime interface, and rely on Flannel for intra-cluster networking. Multicluster connectivity
is enabled through Linkerd edge-25.11.1, with the multicluster extension deployed in
hierarchical mode!. The HPC-side cluster is registered in Linkerd with the name hpc, while
the edge-side cluster is registered as edge. Under this configuration, Kubernetes Services
exported from the HPC cluster are exposed in the edge cluster with the suffix -hpc, whereas
Services exported from the edge cluster are exposed in the HPC cluster with the suffix -
edge.

We have tested the PER use-case workflow, with the following configuration: the COMPSs
master (compss-master) and one worker (worker-0) are deployed in the HPC cluster, and
an additional worker (worker-0) in the edge cluster. Each master and worker is created as
an independent Kubernetes Deployment, exposed via a Service for stable networking as
required by the COMPSs runtime.

Multicluster connectivity is established using Linkerd's Service Mirroring. The Service for
the edge worker is exported and mirrored into the HPC cluster as worker-0-edge; the
COMPSs master Service is mirrored into the edge cluster as compss-master-hpc. This
enables the master to transparently discover and register both local and remote workers,
and the remote workers to communicate with the master.

1 https://linkerd.io/2-edge/features/multicluster/\#hierarchical-networks
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Figure 5 displays an actual execution trace of the PyCOMPSs workflow, including the
training, aggregation, and inference tasks. The trace has been generated with the Extrae
instrumentation library and visualized with Paraver performance analysis. Each trace
encodes timestamped events corresponding to tasks, worker states, communication, and
runtime operations. By representing these events on a timeline, Paraver enables the visual
inspection of the execution. Concretely, the Figure shows the Paraver trace from an
execution of the workflow with a maximum of two inference runs. On the Y axis, Executor
2 corresponds to the edge cluster worker (Worker Main 2.1.1), and Executor 3 corresponds
to the HPC cluster worker (Worker Main 3.1.1). The workflow begins with the map
generation task (blue, Executor 3.2.4), but it is not clearly seen because of its small
execution time. It is followed by parallel training across all four HPC executors (white). The
aggregation task also runs on the HPC cluster (red, Executor 3.2.4). Training and
aggregation iterate through four cycles until the first inference task is triggered on the
edge cluster (pink, Executor 2.2.1). Training continues alongside aggregation tasks, and
after three more cycles, a second inference is triggered on the edge (pink, Executor 2.2.1).

Edge Cluster
Worker

HPC Cluster
Worker

Map generation task

Figure 5. Graphic representation of a COMPSs deployment in Kubernetes multiclusters.

This figure demonstrates that kubecompss successfully deploys and orchestrates COMPSs
workflows across multiple Kubernetes clusters, enabling coordinated execution between
HPC and edge resources in a unified multi-cluster setup.

3.3. Cybersecurity Functional Validation

Below, we detail and summarize the main cybersecurity findings that were identified during
the final validation iteration(s). The complete list of modules/repositories that went
through the test scope and procedures along with their description is presented in more
detail in deliverable D4.5.

It is worth noting again that security (similar to the quality assurance (QA)) is a continuous
process and not a finishing frozen milestone. With this in mind, it is expected that at any
release (even a project’s final output) bugs (including cybersecurity ones) will always most
likely be present, and even unavoidable. This however should not invalidate any of the
major efforts poured into the overall R&D, integration, deployment, testing, and validation
- quite on the contrary, this list of findings, evaluations and observations should serve as
input in further security hardening efforts of the individual modules/repositories, and act
as a guiding checklist for the organizations/users up-taking and exploiting the results
(including EXTRACT partners using these as background IPR in future projects) of the
EXTRACT Platform (whether as a whole, or just some of its parts).
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3.3.1. Test Scope and Procedures
To ensure security of the compute continuum and EXTRACT Platform, throughout the

project we have employed both automated tools, specifically developed scripts, and
manual validations/inspections on the following approaches.

3.3.1.1. Secure code validation and scanning

e Source code of individual repositories/modules
e Source configurations of individual repositories or deployments
e Docker images associated with individual repositories/modules
e Specific kubernetes deployments (whether OVH, own cloud, and localhost
deployments)
Ansible:

ansible Security Audit Report

Executive Summary

A static security audit of the ansible repository was performed on 2026-03-13. The repository contains Ansible playbooks for
provisioning and configuring Kubernetes clusters (kubeadm-based) and a monitoring stack (Prometheus, Grafana, Kepler, NVIDIA
exporter) on bare-metal or cloud nodes.

19 findings were identified across playbooks, role task files, configuration files, and inventory templates.

Severity Count
 Critical J 4
L High 8

Medium 4
2

Informational 1
Total 19

Key Risks

« Hardcoded credentials: Grafana admin password committed in plaintext; GitLab credential file referenced in .gitignore .

« Privilege escalation: Join script written with 0777 permissions and executed via shell, allowing local users to inject commands
before execution.
+ Kubernetes admin token exposure: zanin.cont fetched to world-readable /tmp and copied without restrictive permissions.

= Supply-chain risks: Flannel installed from 1atest GitHub release; Calico manifests and Helm binary downloaded without
checksum verification.
= Insecure TLS: Metrics server configured with —-xukeilst-insecure-ti1s, disabling certificate validation.

No secrets hard-coded or leaked were found in the final repository. Source code security
audit report: No results for SBOM (Software Bill of Materials) third-party/supply-chain
security audit.

astrogym
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astrogym Security Audit Report

Executive Summary

A static security audit of the astrogym repository was performed on 2026-03-18. The repository is a Python package that orchestrates
DeflationNet training and inference workflows for radio-imaging datasets, providing a unified CLI, configuration validation, and
reproducibility archives.

7 findings were identified across source files, configuration, and Cl pipeline.

Severity Count
[ Critical J 0
 High J 0

Medium 3
2

Informational 2
Total 7

Key Risks

» Supply-chain exposure via Cl installing three internal packages from unpinned git+https:// URLs — a compromised
upstream repository can inject malicious code into every build without detection.

» Information disclosure through hardcoded absolute paths embedding a personal username in committed configuration files,
revealing the production filesystem layout.

« Dependency integrity — all Python dependencies are declared with lower-bound-only version constraints and no hash
verification in Cl, leaving builds open to unexpected version changes and dependency substitution attacks.

secrets hard-coded or leaked were found in the final repository. Source code security

audit report: SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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Python - Trivy Report - 2026-03-18 15:03:15.268814154 +0200 EET m=+0.137926269
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Package | Vulnerability ID | Severity | Installed Version | Fixed Version Links
rednat E-2025-68146
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Toggle more links
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Toggle more links
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Toggle more links
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2.323 2.324

requests. CVE-2024-47081
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E

To

hit:/seclists orfulisciosure/2025Jun/2
it nwall co curity/2025/06/03/11
[ 1202510

To

oggle more inks

setuptools | CVE-2025-47273 78.1.0 78.1.1

025-47287

tornado CVE-2025-47287

psi//access.redhat.comsecurity
h ps://bugzilla. s srts
Toggle more links

https://access.redhat. ocm/seoun'y/cveICVE -2026-31958
[ ithub.com/tor rma

tornado CVE-2026-31958 m/(emadoweh/wmado/commwﬂ 19a
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tornado GHSA-78cv-majd-4317
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h
urllib3 CVE-2025-66418 p‘_
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Toggle more links

https://access. redha oem/erralalRHSA -202¢

urllib3 CVE-2025-66471 o
Toggle more links
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urllib3 CVE-2026-21441 21441
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redhat
hitps://github.com/urllib3/urllib3
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No Misconfigurations found

werkzeug | CVE-2026-21860 313 3.5

werkzeug | CVE-2026-27199 313 316

data-catalogue
Secrets hard-coded or leaked were found in the final repository. Source code security audit
report.
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data-catalogue Security Audit Report

Executive Summary

A static security audit of the data-catalogue repository was performed on 2026-03-13. The repository implements a data provenance
and cataloguing library that tracks pipeline execution records in Nuvla (a cloud management platform) via MQTT messaging and direct
API calls, and manages S3 object storage.

11 findings were identified across Python source files, configuration, and git history. Additionally, the gitleaks secret scanner detected a
live API secret in the git commit histary.

Severity Count
2
 High ] 4

Medium 4

1

Total 1
Key Risks

+ Leaked Nuvla secret in git history — commit nzrozns contains a live AP key/secret pair that must be rotated immediately.

+ API credentials printed to stdout — wuvia kev and wuvia_x=v_secrer are logged at every startup run.

= Filter query injection — multiple Nuvla search filters are constructed with unsanitized user input, enabling data access bypass.
« MQTT transport in plaintext — broker connection uses port 1883 without TLS.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:

Python - Trivy Report - 2026-03-13 14:41:57.502754113 +0200 EET m=+0.076997684

python-pkg
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Toggle more links
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Toggle more links
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Toggle more links

No Misconfigurations found

dataplug
Secrets hard-coded or leaked were found in the final repository. Source code security audit
report:
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dataplug Security Audit Report

Executive Summary

A static security audit of the dataplug repository was performed on 2026-03-23. The repository implements a Python library for
transparent cloud-object partitioning, providing format-aware parallel access to large scientific datasets stored in S3-compatible object
stores across genomics, geospatial, astronomical, and compressed-file domains.

12 distinct findings were identified across source code, configuration files, and examples, comprising 20 result instances.

Severity Findings Instances
crcar ) 2 3
[ High ] 5 10
Medium 5 i
Total 12 20
Key Risks

» Unsafe pickle deserialization from S3 — Object metadata and preprocessing manifests are pickled into S3 and deserialized
without integrity checks. Any entity with S3 write access can achieve remote code execution in all clients that read that bucket.

« Wildcard IAM policy — A policy granting ss:+« to srincipai: n+» on all resources is defined in the library and applied in
assumed-role flows, potentially exposing entire S3 namespaces.

« Path traversal in filesystem and astronomical format handlers — S3 bucket names and object keys are used directly in
os.path.join() Without traversal validation, enabling reads and writes outside the intended directory tree.

No results for SBOM (Software Bill of Materials) third-party/supply-chain security audit:

datasim
No secrets hard-coded or leaked were found in the final repository. Source code security

audit report:

datasim Security Audit Report

Executive Summary

A static security audit of the datasim repository was performed on 2026-03-18. The repository is a Python simulation toolkit that
generates synthetic radio-astronomy datasets (Measurement Sets, image shards) for training machine-learning models.

6 findings were identified across source files, configuration, and the Cl pipeline.

Severity Count
[ critcar 0
Chigh 0

Medium 4
[ Low ] 1
1
Total 6

Key Risks

« Sensitive CLI argument leakage — =v=.argv is written verbatim into reproducibility manifests, potentially persisting tokens,
passwords, or sensitive paths passed on the command line.

« Supply-chain exposure — Cl installs ms-nandier and imager from unpinned git+https:// URLS; a compromised upstream
repositary silently affects all builds.

« Information disclosure — hardcoded production paths with personal usernames committed in config/inputs/varianles
/default.yaml .

SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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Python - Trivy Report - 2026-03-18 15:03:18.957786419 +0200 EET m=+0.069376382
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Toggle more links

pillow CVE-2026-25990 12.0.0 1211

No Miscenfigurations found

flexecutor
Secrets hard-coded or leaked were found in the final repository.

Critical Findings

-312

CRITICAL =t

AWS Credentials Exposed in S3 Configuration Dictionary
File:

ACCESS KE iy in dict
key": SECRET KEY, # plaintext in dict

Remediation: Wrap credential values in a redacting wrapper class (override (SIS /
to return [EEEEED). Never log the raw config dict. Use AWS IAM instance roles or environment-
variable credential providers to avoid handling H2egass in application code entirely.

Source code security audit report:
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flexecutor — Security Assessment Report

Assessment date: 2026-03-

SecurityAudit 1.0.0 Standard: SARIF 2.1,

Executive Summary

This report presents the findings of a static security analysis of the flexecutor repository — a
Python-based distributed workflow executor framework. The audit examined source files, example
code, Docker configurations, and dependency declarations.

The most severe finding is the presence of AWS credentials passed in a plaintext configuration
dictionary that risks exposure via logging. High-severity findings centre on insecure pickle
deserialisation in core model-persistence code and subprocess calls with user-controlled parameters.
Multiple medium-severity supply-chain and container hardening gaps were also identified.

1

INFORMATIONAL

Scope
Area Files / Paths
Core flexecutor/storage/chunker.py, flexecutor/medelling/gaperfmodel. py,
framewaork flexecutor/stagecontext. py, flexecutor/utils.py
Example examples/graph_analysis/functicns.py, examples/radio_interferemetry/functicns.py,
workloads examples/titanic/, examples/ml/, examples/video/
Build & setup.py, example Dockerfiles
packaging
Secret scan Full repository (gitleaks) — no live secrets detected in HEAD

Critical Findings

CRITICAL JELES

AWS Credentials Exposed in 53 Configuration Dictionary
File:

12-801 cwe-312

as plain string values. Any code path that logs, prints, serialises, or raises an
exception containing this dict will leak credentials in plaintext to logs or error outputs.

No results for SBOM (Software Bill of Materials) third-party/supply-chain security audit:
imager

No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:
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imager Security Audit Report

Executive Summary

A static security audit of the imager repository was performed on 2026-03-18. The repository provides radio-astronomy imaging
primitives used by the astrogym pipeline, including WSClean and Wagridder gridders and the DeflationNet neural network restorer.

5 findings were identified across source code, Cl pipeline, and dependency declarations.

Severity Count
0
D 0

Medium 1l

=
|}
l s

Informationa

Total 5

Key Risks

« Information disclosure — the WSClean binary path /cep/lofar/wsclean-v3.6/bin/wsclean i8S hardcoded, revealing the
production HPC cluster filesystem layout and exact tool version.
= Supply-chain exposure — Cl installs ms-nandier from an unpinned git URL without integrity verification.

« Dependency risk — all packages use open-ended == constraints with no CVE scanning in CI.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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lithops
Tests/Doc-ONLY secrets hard-coded or leaked were found in the final repository. Source
code security audit report.

lithops Security Audit Report

Executive Summary

A static security audit of the lithops repository was performed on 2026-03-23. Lithops is a serverless and standalone computing
framework that executes Python functions across cloud platforms (AWS Lambda, IBM Cloud, Google Cloud Run, Azure Functions) and
VM-based backends. Due to its role as an execution substrate, security weaknesses here propagate to all workloads running on top of
it.

11 distinct findings were identified across source code and Docker runtime assets, comprising 27 result instances.

Severity Findings Instances

L cricar ) 2 0

[ Hign } 5 12

Medium %) 5

1 1

Total 1 27
Key Risks

= eval() on cloud-stored data + pickle — Function results, exception info, and new futures are recovered via
pickle.loads(eval(...)) ONsftrings retrieved from cloud object storage. Any entity that can write to the results bucket achieves
arbitrary code execution on every client calling .resuit() .

+ OS command injection — cs.system() and subprocess With snei1=True are used across six backend modules with f-string
interpolation, exposing multiple injection vectors in cloud credential paths and remote-execution scripts.

» SSH host key verification disabled — paramiko.rutcrddrelicy () makes every SSH session from standalone backends
vulnerable to man-in-the-middle interception of remote commands and file transfers.

No results for SBOM (Software Bill of Materials) third-party/supply-chain security audit:
modular_multicast_receiver

No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:

modular_multicast_receiver Security Audit Report

Executive Summary

A static security audit of the medular_multicast_receiver repository was performed on 2026-03-13. The repository implements a real-
time radio astronomy data acquisition and processing pipeline, consisting of a C-based UDP multicast receiver writing to POSIX shared
memory and a GPU-accelerated Python pipeline (MurMuRe) reading from it. Components are packaged as Docker containers
deployed via Docker Compose and shell deployment scripts.

17 findings were identified across source files, Dockerfiles, Docker Compose configurations, and deployment scripts.

Severity Count
CED 1
{ High ] 4

Medium 6
4
2
Total 17

Key Risks
« Container pe via exposed Docker ket. The monitor service mounts /var/run/docker.sock giving any process in

that container full root-equivalent control over the host.
« Pervasive use of --privileged mode removes all Linux security boundaries from every UDP receiver container.
« Shell injection through unsanitized parameters interpolated into a generated bash script that is then executed via os.system() .

« Supply-chain exposure via mutable Docker image tags, pip installed without hash verification, and external git repositories
cloned without commit-SHA pinning inside Dockerfile builds.
« World-writable shared memory lets any process on the host read or corrupt live radio data buffers.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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icast_receiver. Iticast
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No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:

monitoring-api Security Audit Report

Executive Summary

A siatic security audit of the monitoring-api repository was performed on 2026-03-13. The repository implements a FastAPI service
that exposes Kubernetes cluster topology and Prometheus metrics (CPU, memory, GPU, power, network) via REST endpoints,
packaged as a Docker image for Kubernetes or Docker Compose deployment.

18 findings were identified across Python source files, Dockerfile, and configuration.

Severity Count

w

[

Medium 5
2
2
Total 18

Key Risks

« No authentication on any endpoint — Kubernetes node data, GPU status, and raw Prometheus metrics are publicly accessible.
« Prometheus query injection via f-string interpolation of user-controlled parameters into PromQL queries.

» Full exception details returned to HTTP clients, potentially leaking database connection strings, file paths, or stack traces.

» Cluster-wide Kubernetes APl access using admin kubeconfig; no RBAC restrictions applied.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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No Misconfigurations found

python-pkg

Installed Version | Fixed Version Links
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Toggle more links
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No Misconfigurations found

No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:
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ms-handler Security Audit Report

Executive Summary

A static security audit of the ms-handler repository was performed on 2026-03-18. The repository is a Python library providing
Measurement Set (MS) I/O, visibility processing, and plotiing utilities for radio-astronomy pipelines.

5 findings were identified across source code, dependency declarations, and the Cl pipeline.

Severity Count
a 0
 High J 1

Medium 0

L Low ] 3
Information: 1

Total 5

Key Risks

« Supply-chain exposure — nirty-gridder is pulled from an unpinned external git repository at gitiab.mpcdf.mpg.de . A
compromise of that third-party repository would silently affect every build.

« Debug output leakage — a bare print () inthe MS write path leaks operational information to stdout, bypassing logging
controls.

+ Unbounded dependency constraints — all packages use == consiraints with no CVE scanning in CI.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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No Misconfigurations found

per-demo-sept
Secrets hard-coded or leaked were found in the final repository.
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[CRIT-1] Hardcoded S3/MinlO Credentials in Shell Script

Field Value

Rule ID SA-CWE-T98-001

CWE CWE-798: Use of Hard-coded Credentials

CVSS (estimated) 9.1 (Critical)

File notebook/run.sh lines 1-2
Description

S3 access and secret keys are committed in plaintext. Anyone who clones or views this repository obtains working credentials.
Even if these are currently MinlO test defaults, they establish a dangerous pattern and may reflect production credentials in forks
or derivative deployments.

Remediation

Remove credentials from the script. Use a .cnv file excluded by .gitignore, a Kubernetes Secret, or a secrets manager
(HashiCorp Vault, AWS Secrets Manager):

[CRIT-2] Credentials Documented in README

Field Value

Rule ID SA-CWE-798-002

CWE CWE-798: Hard-coded Credentials
CVSS (estimated) 8.5 (Critical)

File RERDME.md lines 115-116

Description

Credentials embedded in documentation are indexed by search engines, GitHub Code Search, and cached in browser history.
Developers copying the snippet verbatim into production configurations carry the credentials forward.

Remediation

Replace with placeholder values and reference the secrets-management approach documented above:

Source code security audit report:
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Executive Summary

A static security audit of the per-demo-sept repository was performed on 2026-03-23. The repository implements a
KServe/Kubernetes-based ML inference service for a branching-node decision model, including custom model server code, Kubernetes
manifests, and a Jupyter notebook for edge deployment.

12 distinct findings were identified across source code, configuration files, and Docker assets, comprising 19 result instances.

Severity

Medium

4
i0

Key Risks

Findings
3

4

12

Instances

6

8

19

« Hardcoded credentials — MinlO/S3 access keys are stored in plaintext in both a shell script and the README, making
credential theft trivial for anyone with repository access.
+ Unsafe model deserialization — torcn.1cza) is called without weights_cniy=True inthree model files, enabling arbitrary
code execution if a model file is poisoned.
« MNull-pointer dereference — The nhead=rs parameter defaults to wone in preprocess () but is written to unconditionally,

crashing the service

on every v1 API call.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:

Python - Trivy Report - 2026-03-12 20:22:08.447472126 +0200 EET m=+0.107673959

python-pkg

Package

Vulnerability ID | Severity | Installed Version

Fixed Version

Links
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pipeline
No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:

pipeline Security Audit Report

29

No Misconfigurations found

Executive Summary

A static security audit of the pipeline repository was performed on 2026-03-13. The repository implements a scientific data-processing
workflow engine (taskac) that orchestrates radio-astronomy pipeline steps (DP3 calibration, WSCLEAN imaging) across multiple
execution backends (Lithops, COMPSs, Lambda), packaged as Docker images for Kubernetes and Lambda deployment.

11 findings were identified across Python source files, Dockerfiles, and shell scripts.

Severity

Critical

Medium

Informational

=
2|i
L

Key Risks

Count

« Arbitrary code execution: rytnonszstep downloads Python source from S3 and executes it dynamically — any write access to

the bucket yields full pipeline worker compromise.
« Credential exposure: GitLab credentials embedded in Docker build layer via shell substitution in git clone URL.
« Path traversal: S3 object keys used to derive local file paths without boundary validation.
« Containers run as root: No vser directive in any Dockerfile.
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No results for SBOM (Software Bill of Materials) third-party/supply-chain security audit:

rl-agent
Secrets hard-coded or leaked were found in the final repository. Source code security audit
report:

rl-agent — Security Assessment Report

Audit 1.0.0 | Standard: SARIF 2.1.0 E

Assessment date: 2026-03-13 | Tool: Securi

URGENT — Secrets in Git History: Gitleaks detected 5 live secrets committed to git history: a
Nuvla API secret, an AWS secret access key, a second Muvla secret, and an API token. These are
accessible via [FAEIER even though the files appear removed from HEAD. Rotate all affected
credentials immediately before taking any other action.

Executive Summary

This report presents the findings of a static security analysis of the rl-agent repository — a
reinforcement-learning agent and simulator framework used for network resource management. The
audit examined Python source files, Docker configurations, and dependency declarations, combined
with a gitleaks secret scan of the full git history.

Three critical findings were identified: secrets committed to git history, insecure MQTT connections
transmitting telemetry in cleartext, and unsafe EEIESMEEEE Usage allowing arbitrary code execution
via crafted model files. Five high-severity findings relate to further deserialisation, path traversal, and
input validation deficiencies.

ﬂ ﬂ =

Scope
Area Files / Paths
Inference & training inference.py, baseline.py
Simulator core sim/SimulatorClass.py, sim/Plotter.py, sim/Inference.py
MQTT consumer sim/Consumer/MQTTDataConsumer.py, sim/Consumer/mqtteny. py
Action decoder ActionDecoder/extractConverter.py
Build & packaging Dockerfile, requirements.txt
Secret scan Full repository {gitleaks) — 5 secrets detected in git history

SBOM (Software Bill of Materials) third-party/supply-chain security audit:

Python - Trivy Report - 2026-03-13 14:42:04.336498732 +0200 EET m=+0.095665681
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No Misconfigurations found

urlib3 CVE-2025-50182 240 250
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Tests/Doc-ONLY secrets hard-coded or leaked were found in the final repository.
(ignoring).Source code security audit report:
SBOM (Software Bill of Materials) third-party/supply-chain security audit:
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No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:

taska-a1 Security Audit Report

Executive Summary

A static security audit of the taska-a1 repository was performed on 2026-03-23. The repository implements the SpikeNet pipeline for
detecting radio spikes in NenuFAR telescope data using a TensorRT-accelerated neural network, including inference runner, data
readers, visualization tools, and model-conversion utilities.

11 distinct findings were identified across source code, configuration files, and container assets, comprising 18 result instances.

Severity Findings Instances

D 2 6

Medium 7 10

2 2

Total 1" 18
Key Risks

« Unsafe pickle deserialization — pickie.10a4y) is called across four call sites on inference result files. A poisoned result file or
directory traversal feeding a malicious pickle into the glob pattern enables arbitrary code execution.

« Division by zero in Stokes normalization — resultv /= resuitr is performed without zero-checking, producing silent
inf [wan corruption or a crash propagated through the entire analysis pipeline.

» Hardcoded filesystem paths — Absolute paths to internal cluster filesystems appear in six source files, disclosing infrastructure
layout and making the code non-portable between environments.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:

Python - Trivy Report - 2026-03-12 20:35:08.900037621 +0200 EET m=+0.086254766

python-pkg
Package | Vulnerability ID | Severity | Installed Version | Fixed Version Links
mm:Ila:cm:redhal.wmllseculilylcVQICVE-ZGZ:M&(]ZZ
ray CVE-2023-48022 CRITICAL PRI e folnle .CS0023
Toggle more links
redhat, i VE-2025-62593
ray CVE-2025-62593 CRITICAL PXEN] 2520 %w&% e
Togglemore links
: redhat i VE-2025-1979
htfps/github isory i YSEC-2025-23.yaml
ray CVE-2025-1979 2.36.0 243.0 hitps J/github.com/ray-projectiray
\ore links
ithub.com/ray-project/ray
- v ithub.com/ray-project/ray/commit/Ofdagb8: 1d763bb28dfd7d1cc9b02a4
ray CVE-2026-27482 2.36.0 2540 hiips7g ihub.comray-proloclrayloul/60526
Toggle more links

No Mi i i found

taska-a2
No secrets hard-coded or leaked were found in the final repository. Source code security
audit report:
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taska-a2 Security Audit Report

Executive Summary

A static security audit of the taska-a2 repository was performed on 2026-03-13. The repository implements a scientific pipeline for
detecting millisecond radio S-bursts in NenuFAR and NDA/JunoN telescope data using a Radon-fransform—based detection algorithm.

11 distinct findings were identified across source code, configuration, and version-conirol metadata, comprising 22 result instances.

Severity Findings Instances
1 6
D 2 4

Medium 3 7
2 3
2 2
Total 1 22

Key Risks

« OS command injection — User-supplied path strings are passed direcily info os.system() across six call sites. An attacker
who controls the -—cutput_fo1der CLIargument can execute arbitrary commands at the privilege level of the running process.

« Path traversal — The same user-supplied paths are concatenated into HDF5 output paths and a log-file Fii1enandier without
canonicalization, allowing writes outside the intended directory.

+ Supply-chain exposure — An unpinned external git submodule and three completely unconstrained Python dependencies
create vectors for malicious code injection through dependency confusion or upstream compromise.

SBOM (Software Bill of Materials) third-party/supply-chain security audit:

Python - Trivy Report - 2026-03-12 20:21:50.659066295 +0200 EET m=+0.106367307

python-pkg

Package | Vulnerability ID | Severity | Installed Version | Fixed Version Links

hitps://github. 0lob/9b37d98802ee4i5350a62b681c35d8687ee81d91. I mations.py#L539
i it/22057d37b 1313f5f5a9b5783df0a091d978dccbs

astropy CVE-2023-41334 522 5.3.3

Toggle more links

s redhat.com/security/cve/CVE-2025-66034
¥ . hitps:/github.com/fonttools/fonttools

Lo ttools R CNE.2028 28028 il (] i1/a696d5ba83270d5954198e7cab5ddcasa02c 132

Toggle more links

hitp://www.openwall.com/lists/oss-security/2026/02/12/1

o hity ccess.redhat.com/security/cve/CVE-2026-26990

pillow CVE-2026-25930 104.0 1211 hitps//github.com/python-pillow/Pillow

Toggle more links

hitps://access.redhat.comisecurity/cve/CVE-2025-48379

1s/pillow/PYSEC-2025-61 .yaml

_ -d
pillow CVE-2025-48379 2l e hitps//github. com/python-pillow/Pillow
Toggle more links

hittp://www.openwall.com/lists/oss-security/2026/02/12/1
? redh: m/security/cve/CVE-2026-25990

pillow CVE-2026-25930 11.2.1 12.1.1 hitps //github.com/python-pillow/Pllow
Toggle more links
No Misconfigurations found

Secrets hard-coded or leaked were found in the final repository. Source code security audit
report:

34




D4.4 EXTRACT Platform Compute Continuum Validation. Version EXTR ! CT

A distributed data-mining software platform for
1 . 0 extreme data across the compute continuum

taska-a3 Security Audit Report

/A IMMEDIATE ACTION REQUIRED
This repository contains Kubernetes cluster-admin credentials (private key included) committed in plaintext. These credentials
must be rotated and purged from git history immediately. See CRIT-1.

Executive Summary

A static security audit of the taska-a3 repository was performed on 2026-03-18. The repository documents the setup of a shared
Kubernetes cluster at the Nangay Radioastronomy Observatory (ORN) for distributed telescope data processing. It contains
configuration scripts, Kubernetes manifests, Grafana dashboards, and operational notes.

10 findings were identified. The severity profile is dominated by a critical credential exposure that requires immediate response.

Severity Count
CIED 1
4

Medium 3

1
1
Total 10

Key Risks

+ Complete cluster compromise — a full Kubernetes cluster-admin kubeconfig (including private key) is committed in
home/aorive/secret.yml . ANy repository reader has unrestricted access to the production cluster.

= TLS verification disabled for the private container registry, enabling man-in-the-middle attacks against all image pulls.

« Operational security breadcrumbs — committed shell history exposes internal network topology, PKI file paths, proxy
configuration, and admin command sequences that provide a detailed attack roadmap for the cluster.

No results for SBOM (Software Bill of Materials) third-party/supply-chain security audit
3.3.1.1. Secure communications (data-in-transit)

e Communications between entities/pods/services within a deployment

All the access controls and communications between the modules/services/pods/clusters
were checked and validated to use secure communication methods (HTTPS, SSH).

Certain modules in their test-modes were using insecure methods (e.g., insecure clear-
text MQTT over port 1883), however those were easily fixed to use secure HTTPS MQTT
over port 8883, which required minor adjustments to the MQTT server and client
configurations.

Moreover, since EXTRACT Platform as a whole is not yet at TRL9 and there is no production-
ready domain-name and DNS architecture established, that prevented the use of proper
full deployment of complete CA-validated certificate-chains on all HTTPS endpoints. The
HTTPS tests passed with self-signed certificates or auto-generated certificates (e.g.,
linkerd, mTLS), and therefore confirms the communications and data-in-transit is secure
against eavesdropping, interception and interference in EXTRACT Platform deployments.

3.3.1.2. Secure data storage (data-at-rest)

e OS-level storage encryption
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While Kubernetes abstraction(s) allows for encryption of data-at rest, it covers encryption
for resource data stored using the Kubernetes API itself. For example, you can encrypt
Secret objects, including the key-value data they contain. “encryption for resource data
stored using the Kubernetes API itself” is generally a limiting factor, especially in highly
complex and integrated systems such as EXTRACT Platform, and would require reworks on
many levels in EXTRACT modules that do not natively support storing data via Kubernetes
APIs, and rather use volumes (e.g., persistent) and application-specific encryptions (which
still rely on some persistent storage or volumes). However, if one wants to encrypt data
in filesystems that are mounted into containers, it instead need to either: use a storage
integration that provides encrypted volumes; and/or encrypt the data within your own
application.

Therefore, OS-level storage encryption was employed as a standard and transparent
means to secure the data-at-rest (e.g., input data, output data, temporary data).

Linux Unified Key Setup (LUKS) is the standard for Linux hard disk encryption, providing
full-disk or partition-level security by encrypting data at rest. It utilizes dm-crypt to protect
sensitive information, requiring a passphrase at boot, making it ideal for securing laptops,
removable media, and swap space against physical theft.

Protection: Secures data by making it inaccessible if the drive is stolen or removed,
requiring a passphrase to unlock.

Implementation: Usually implemented during OS installation (e.g., Ubuntu, Fedora) or via
the cryptsetup command-line tool.

Key Management: Supports up to 8 different user passphrases/keys per partition, allowing
for secure key management.

Compatibility: Works on partitions, raw disks, and logical volumes (LVM).

LUKS (and associated persisten volumes that are encrypted) is also well supported by
Kubernetes (LUKS), as well as by major Managed Kubernetes service providers such as
OVH (which was also used for EXTRACT Platform deployment/validation/testing).

e TPM-level support

1. Runtime TPM hardenings

A Trusted Platform Module (TPM) is a specialized, hardware-based security chip located
on a computer/server that generates, stores, and protects cryptographic keys and secret
materials. In a nutshell explanation, it protects hardware from malware and unauthorized
tampering by storing encryption keys and other configuration secrets in a highly-secure
untamperable storage.

TPMs are generally available (or even mandatory) on most traditional modern computers
and servers, as well as modern embedded computers (e.g., Raspberry Pi) and Single-
Board-Computers (SBC) (somewhat similar to Raspberry Pi).

To ensure smooth testing, we have assumed and used a TPM-emulator implementation
that provides the same TPM abstractions required across all various compute media and
environments. This way, all the modules can have abstracted access to the TPM and
therefore store/retrieve secrets, keys and password in an uniform and secure manner,
independent of the environment where the module is developed, tested, or integrated.

More details about runtime TPM module (TPM 2.0, TPM-emulator) are in deliverable D4.5.
2. Pre-runtime TPM-like hardenings
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The TPM is generally a runtime protection. However, code lives not only at runtime, but
also in code repositories and it may require additional protections to store sensitive
configurations/information, and secret passwords and keys. However, TPM is not usable
in those conditions, and therefore we explored the usage of Ansible Vault as a code-
repository equivalent of TPMs. In a nutshell, Ansible vault provides a way to encrypt and
manage sensitive data such as passwords. Therefore, all runtime secrets of each module
of the platform can be securely stored in the code repository using Ansible Vault, then
extracted from there during the deployment to a specific implementation or CCS, and
subsequently previously explained TPM techniques are used to store the secrets already
on the running machines and services.

More details about the pre-runtime TPM-like module (ansible vault) are in deliverable
D4.5.

3.3.1.3. Overall security awareness

e Generic Security Advisories related to core technologies (docker, kubernetes)

1. CVE-2025-1974: IngressNightmare in Kubernetes: CVE-2025-1974 - 9.8 Critical
Unauthenticated Remote Code Execution Vulnerabilities in Ingress NGINX

Ingress NGINX deploys an admission controller within its pod, designed to validate
incoming ingress objects before they are deployed. By default, admission controllers are
accessible over the network without authentication, making them a highly appealing attack
vector.

When the Ingress-NGINX admission controller processes an incoming ingress object, it
constructs an NGINX configuration from it and then validates it using the NGINX binary.
Our team found a vulnerability in this phase that allows injecting an arbitrary NGINX
configuration remotely, by sending a malicious ingress object directly to the admission
controller through the network.

During the configuration validation phase, the injected NGINX configuration causes the
NGINX validator to execute code, allowing remote code execution (RCE) on the Ingress
NGINX Controller’s pod.

The admission controller’s elevated privileges and unrestricted network accessibility create
a critical escalation path. Exploiting this flaw allows an attacker to execute arbitrary code
and access all cluster secrets across namespaces, that could lead to complete cluster
takeover.
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Kubernetes Unauthenticated RCE via Ingress NGINX Controller WIZ Research

Kubernetes Cluster

@ @ Ingress NGINX
\\ \\ Controller Pod

External Attacker Internal Attacker

N
Malicious Admission Review

2. Kubernetes Pods Using Default Service Account with Excessive Permissions

A high-severity security vulnerability where Kubernetes pods use the default service
account which often has overly broad permissions or access to sensitive cluster resources.
Default service accounts are automatically assigned to pods unless explicitly overridden,
and they frequently inherit cluster-wide permissions that violate the principle of least
privilege. This can lead to privilege escalation, unauthorized access to secrets, and
potential cluster compromise.

When Kubernetes pods are deployed without specifying a service account, they
automatically use the 'default' service account in their namespace. This default account
often has more permissions than necessary, especially in environments where cluster
administrators have granted broad RBAC permissions to default service accounts for
convenience.

3. Kubernetes nodes/proxy GET Remote Code Execution KEP-2862 (Fine-Grained Kubelet
API Authorization) - A Deep-Dive into the Kubernetes nodes/proxy RCE

Kubernetes administrators often grant access to the nodes/proxy resource to service
accounts requiring access to data such as Pod metrics and Container logs. As such,
Kubernetes monitoring tools commonly require this resource for reading data.

nodes/proxy GET allows command execution when using a connection protocol such as
WebSockets. This is due to the Kubelet making authorization decisions based on the initial
WebSocket handshake’s request without verifying CREATE permissions are present for the
Kubelet’'s /exec endpoint requiring different permissions depending solely on the
connection protocol.
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The result is anyone with access to a service account assigned nodes/proxy GET that can
reach a Node’s Kubelet on port 10250 can send information to the /exec endpoint,
executing commands in any Pod, including privileged system Pods, potentially leading to
a full cluster compromise. Kubernetes AuditPolicy does not log commands executed
through a direct connection to the Kubelet’s API.

A service account with nothing more than nodes/proxy GET permission can achieve full
remote code execution (RCE) in any container on a Kubernetes node. This permission is
routinely granted to monitoring tools like Prometheus, Datadog, and Grafana for metrics
collection. Depending on the security configuration, this could lead to a full cluster
takeover.

Read differently: your Prometheus service account, which you thought could only scrape
metrics, can execute arbitrary commands as root into any container on any node it can

reach. A permission typically granted for observability becomes a permission for remote
code execution.

The attacker now can have RCE as root inside the container. From here, an attacker can:
Extract environment variables (secrets, API keys, database credentials)
Read mounted volumes (potentially including service account tokens)
Make network requests to internal services
Install persistence mechanisms
Attempt container escape via kernel vulnerabilities
4. In summary:

We have validated in the affected vanilla kubernetes clusters/deployments that those
vulnerabilities are generally possible. Nevertheless, the final documentation and
configuration of the EXTRACT Platform makes sure that the vulnerable versions as well as
vulnerable configurations are avoided by the end-user of the EXTRACT Platform.

4. Objective and KPI Validation

The focus of validation in this deliverable is objective O3.

4.1. KPI 3.1 Validation

The requirement in 03.1 is to demonstrate that the abstraction layer introduces limited
overhead (below 20%) while still exploiting the available computing resources efficiently.
This requirement is further detailed in deliverable D3.4. In summary, the results show that
the multicluster deployment based on COMPSs reduces the training execution time in the
PER workflow from 331.7 s (sequential) to 199.4 s, demonstrating effective exploitation of
parallel resources. However, the abstraction layer introduces a noticeable overhead that
exceeds the 20% target, reflecting the cost of orchestration and infrastructure abstraction
across the compute continuum.
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4.2. KPI 3.2 Validation

We have run test-batteries and measured the performance/state indicators with and
without each individual security measure turned on. We aggregated and averaged the
performance impact measurements across test-batteries, which resulted in the following
summary table:

Security measure Averaged Main impact areas
impact
measurements

Secure code validation and scanning <20% O Code/config commits/merge pipelines

0 Pre-deployment pipelines

O Docker image building pipelines

0 Deployment pipelines
Data-at-rest security (e.g., OS-level < 30% O Storage I/O
storage encryption) O General I/0 throughput
Data-in-transit security (e.g., HTTPS, < 25% O Network I/O
secure communications) O General I/0 throughput
Runtime TPM Trusted Platform Module < 25% 0 Pre-processing requiring  secrets
hardenings (e.g., TPM 2.0, TPM- interaction with TPM
emulator) O Critical processing paths/modules

requiring “secure state” update/check

Pre-runtime TPM-like hardenings (ansible < 10% O Code/config commits/merge pipelines
vault) L

O Pre-deployment pipelines

O Docker image building pipelines

O Deployment pipelines

5. Summary and Conclusions

5.1. KPI Assessment Validation Conclusions

Overall, we can state that the core objective of WP4 (03) and its KPIs (KPI3.1, KPI3.2)
were achieved and fulfilled as planned, using several iterations of implementation,
integrations, testing and validation.

5.2. Lessons Learned

The work carried out in T4.4 and across WP4 has yielded several important lessons and
recommendations:
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Multi-premise deployment complexity: Network heterogeneity (bandwidth, latency,
firewalls, identity-federation constraints) remains a key challenge for seamless
continuum deployments. Early joint planning with infrastructure providers and clear
CCS blueprints significantly reduce integration effort.

Abstraction trade-offs: The overhead introduced by the continuum abstraction layer
is acceptable but not negligible. For latency-critical workflows, careful placement of
components and selective use of cross-premise communication are essential. For
throughput-oriented workloads, the benefits of added capacity clearly outweigh the
overhead.

Security vs. Performance: Enabling TLS/mTLS, continuous scanning and additional
security controls has a measurable but manageable impact on performance.
Designing these mechanisms from the start and treating them as first-class citizens
of the architecture proved more effective than retrofitting security later.

DevSecOps and automation: Automated pipelines for container scanning, SBOM
generation and deployment testing greatly increased the reliability and repeatability
of deployments. We recommend keeping these pipelines in place beyond the project
and extending them to cover future components.

Standard CCS blueprint: The concept of a Compute Continuum Site (CCS), with a
well-defined set of services (Kubernetes, COMPSs, SkyStore client, catalog,
monitoring, security stack), proved essential to manage complexity. We
recommend adopting the CCS blueprint as the standard deployment unit for future
EXTRACT-like platforms.

Future work and adoption: For adopters of the EXTRACT technology, we
recommend:

o starting from the validated CCS configurations used in this deliverable,
o re-using the provided monitoring and security setups as defaults, and

o planning early for multi-premise connectivity and identity-management
issues.

These lessons inform not only the final evaluation of WP4, but also the exploitation,
standardisation and further research directions for compute continuum platforms beyond
EXTRACT.
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